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Introduction

What is PBZCOM@NET?

PBZCOM@NET service (Company@Net) represents a group of various (new) services intended for legal
entities. In this segment of activities, the Bank and its clients communicate through electronic channels, via
Internet (which is the simplest channel — both for the Bank and for the client).

New, electronic operations led to changes in the verification of authenticity and sending/delivery of an
electronic document. Personal signature, which has clear and definite significance in the legal area, has
been replaced by an electronic signature.

Electronic signature is a new method for signing documents and for their exchange in a digital form, and
represents an electronic identifier used in the computer interchange of electronic documents, in which
respect parties accept identical legal force of electronic and personal signature. Electronic signature is a
group of data in the electronic form that are associated or logically connected to other data in the electronic
form, and it serves the identification of the signatory and credibility of the signed electronic document.

What does PBZCOM@NET provide?

Available functions:

In domestic payment system:

payment within the Bank,

regular payments (NCS),

prompt payments (CLVPS),

giving payment orders in advance,

printout of PDF certificate of effected payment and the respective authorisation,

additional functionalities (review of executed, refused and pending orders, creation of a new order out of the
refused one, history of activities relative to an order, access to PDF, RTF and MN statements...).

In external payments:

payment by remittance (Order 14),

payment by cheque,

additional functionalities (review of executed, refused and pending orders, creation of a new order out of the
refused one, history of activities relative to an order, download of S.W.I.F.T. ACK ...),
creation of a new order out of the refused one,

disbursement of business trip allowances,

allocation of non allocated incoming payments,

transfer of foreign exchange funds to accounts with other domestic banks,

FX purchase,

FX sale,

FX purchase and sale (conversion).

Which security mechanisms are used by PBZCOM@NET?

Our introduction of PKI - Public Key Infrastructure shows that we follow global trends as regards security and
reliability. The entire PKI system is based on certificates, which are used to establish trust relationships:
namely, the person who verifies a certificate attested (signed electronically) by the certificate authority trusts
the certificate authority, and based on the attested certificate he/she trusts also the certificate holder.

4
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Certificate is an electronic document which relates data for the verification of an electronic signature to a
person and certifies the identity of that person. The certificate contains data on the certificate holder, his/her
public key, data on the certificate authority and its electronic signature. Basic structure of the certificate is in
consistence with the X.509 standard.

What is required for the use of the PBZCOM@NET serv ice?

In order to use the PBZCOM@NET service, you need:
1. PC with Internet browser
2. Access to Internet
3. Smart card, smart card reader and program support for card reader.

Smart card will be given to each user authorised by a legal entity, a client, to use full or partial service, and at
least one smart card reader (and the program support for the reader's operation) will be given to each legal
entity, a client, using the PBZCOM@NET service, after the processes of service contracting and client
registration have been carried out.

Top-frequency terms

Client — legal entity concluding a contract on the use of PBZCOM@NET service with the Bank.
User — individual person authorised to use the service contracted by the client with the Bank.

Authorised person — individual person appointed by the client and entitled to delegate authorities for work
to users nominated by the client. When contracting the service, the authorised person is granted the
rights of a superuser.

Superuser — user having all authorities for work with a client, simple (fast) scheme suitable for the smallest
companies or fast transactions.

Bank at your service and for your assistance
You may e-mail any PBZCOM@NET service related questions and issues to be clarified to the address

com@pbz.hr or you may directly contact employees of the PBZ Customer Support Centre at 0800-PBZ-COM
(0800-729-266) or +385 1 4891 330 from abroad.

User guidebook
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Work organisation

Upon the contracting of the PBZCOM@NET service, a business entity's registration number is connected to
the personal identification number (JMBG) of the user who will use the service in the name of the client.

Prior to the use of service, it is necessary to define and set up the work organization in the application.

Roles that can be attributed to users are equal to business activities in “paper” transactions. It is logical that a
user who manually creates financial orders will do the same in electronic transactions in the role of an entry
operator.

It is equally logical that signatories will be attributed the roles of signatories signing on the left, right, and
independent signatories, precisely the same as in "paper" transactions.

The roles of execution operator and report operator are to be given to users dealing with order execution and
those monitoring statements of business accounts.

Therefore, we would like to mention at the very beginning the activities that need to be undertaken prior to
the use of the service, specifically the granting of work authorities to service users.

The authorized person (stated in the application form for contracting the service) has the rights of a
superuser and organizes the work. Each step from this part is described in detail in separate sections. This
segment enlists work organization activities.

1. Decide which users will perform various business activities
2. Authorized person logs in (section Log in)

3. After that you are left with two possibilities. You may:

1. grant administrator's authorities

- select administrator's activities from the main menu, create an administrative order for
the user who will discharge administrative duties, store it and then submit it for signature
(section Administrator - ADM)

- select authorized person's activities from the main menu, sign the administrative order
for the user who will discharge administrative duties (section Authorized person - OVL)

- Administrator logs in

- he/she creates an administrative order for each user enlisted in the Order for granting
authorities, saves each order and submits it for signature

- authorized person logs in with its card and selects authorized person's activities from the
main menu, signs administrative orders submitted for signature

2. independently create administrative orders

- select administrator's activities from the main menu, create an administrative order for
each user enlisted in the Order for granting authorities, save each order and submit it for
signature

- select authorized person's activities from the main menu, sign administrative orders
submitted for signature

4. Each user who was granted authorities by an administrative order signed by the authorized person
logs in, and checks whether the authorities have been granted correctly (each user can see on the
main menu buttons with black letters that refer to activities he/she is authorized to perform, while
activities he/she is not authorized to perform are displayed in gray).

User guidebook
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Log in
Preconditions

Preconditions to be met for the use of the PBZCOM@NET services:

the client and the Bank have signed the contract

the user delivered the list of users who will use the service in his/lher name
the user has taken the smart card

the user has taken the PBZCOM@NET BOX

the user has connected the smart card reader to the computer

the user has installed smart card program support

work organization has been defined (the section Work organization)

the authorized person has granted work authorities to each user

the authorised person has activated the E-Office (option).

User's log in

During the log in to the PBZCOM@NET, the Security Alert (Figure 1) will appear. By clicking the Yes
button, the Figure will disappear and you may continue using the PBZCOM@NET service.

Security Alert | x| |

riii Information you exchange with this site cannot be wiswed or
? changed by others. However, there iz a problem with the zite'z
: security certificate.

a The securty certificate iz from a trusted certifping autharity.

0 The securty certificate date iz walid.

The name on the zecurty certificate does not match the
hiarme of the gite,

Do you want bo proceed?

Wiew Certifizate |

Figure 1 - Security alert

Security Warning (Figure 2) is not an error in the program support operation, but a standard in the Internet
communication security area. PBZCOM@NET service is based on the certificate stored in the smart card.
When the card is inserted in the reader, the service user's (card and certificate holder's) permission is
required for the activation of orders on the computer, which will enable access to the card. This warning
disappears when the user approves (clicks the Yes button) the system's access to the card in the reader
through the PBZCOM@NET service. It is possible to check whether this is really an application electronically
signed by Privredna banka Zagreb if you select PBZApplet.

User guidebook
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Secunty Warning |

Wwharning: The authenticity of thiz content cannot be
verified, therefare it cannot be trusted.

Problem lizted below:

The root certificate has not been enabled az a truzsted
ook,

Do you want to install and run afebSecT echéppletlite!
zighed on 08.05.2002 11:24 and distributed by:

FEZAppletT est

SIGMNED WITH PERMISSIONS
Full Permizzions

1 Morelnfa |

Figure 2 — Security warning

After the Security Warning frame, the initial page of the PBZCOM@NET service (Figure 3) appears. By
clicking the Click here box, the user log in procedure is initiated.

PBZCOM@NET E PRIVREDNA BANKA ZAGRER

INTERNET BAMKARSTVO ZA PODUZECA PBZ je clanica Gruppo Banca Intesa
Client: / User: n

Logon in application

CLICK
HERE

Far logon in application press button 'Click here'.

Shortly, a window will appear with a sign 'Digital signature generation in progress', and in case of successful verification,
you will be allowed to access the system.

If your Comet card is not unlocked, a screen for the entry of PIN will appear.

In that case it is required to enter PIM or password,to unlock your Comet card and to confirm the entry of PIN/passward
by clicking the 'OK' button.

After entering the PIN, repeat the step 1, i.e. click again on the 'Click here' button.

For assistance please call 0200 PRZ COM {0800 729 266% or send mail with error description to comidpbz. hr

Figure 3 — Initial page for the user's log in

After you click on the Click here box, the system will warn you if the card is not in the reader (Figure 4). In
that case it is necessary to insert the card and repeat the log in procedure.

User guidebook
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U uredaju nema kartice |

IImetnite karticu | pokufajte ponoyo
Ok |

Figure 4 — System warning that the card is not in the reader

If everything is fine with the card, displayed are two frames which allow the launching of applet (Figure 5)
and use of ActiveX control (Figure 6). Click Yes in both frames.

Internet E xplorer |

FEQ Do you want ta allaw zenpts to access Java applets?
il

Figure 5 — Request for permission to launch applet

Internet Explorer |

ri@ & zonipt is accessing zome zofbware [an Actives control]
?. on this page which has been marked safe for scripting.
; Do wou want ta allaw this?

Figure 6 — Request for permission to use ActiveX controls

After that the message for the entry of PIN will appear. Entry of PIN is analogous to the entry of PIN in card
transactions, which means that PIN is not visible when being entered (only asterisks will show — Figure 7).

PIN nije unesen !
resite PIM: I”’“"1
Ok | Odustari |

Figure 7 — Entry of PIN with protected entry

By clicking the OK button, the generation of digital signature commences (Figure 8), which is a verification of
the user's authorisation for work with some of the clients.

Digitalni potpis

|1 tijgku j& genernranje potpiza

Figure 8 — Digital signature generation

User guidebook
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Following the verification of user's authorisations, i.e. after establishing that the user may work for at least
one client, you have to click again the Click here box (Figure 3). After that, the course of events can proceed
in three ways:

if the user is authorised for more than one registration number, he/she is first offered to select a
registration number

if the user is authorised for just one registration number, and if that registration number consists of
more client's IDs (internal Bank's codes), the user is offered to select the client's ID number with
which he/she will operate (Figure 9)

if the user is authorised for only one registration number and if that registration number consists of
only one client's ID number (or if the user is authorised solely for one ID number), the user is
immediately forwarded to the main menu (Figure 10).

PBZCOM@NET fB PRIVREDNA BANKA ZAGREE

INTERNET BANKARSTVO ZA PODUZECGA PBZ je ¢lanica Gruppo Banca Intesa
Client: T¥RTKA d.d. / User: Ivana Horvat 2
Select active client

=5
List of authorized clients

(o B 0101980300000 TYRTHAD.D.

{ W] 0101920200123 TYRTHKAD.D. - DEFOZITI

Figure 9 — Selection of active client's ID number

All large and complex companies want to divide assets by their purpose for the bookkeeping needs.
Therefore, they request that the bank provide for more than one individual account number (sub-accounts or
special-purpose accounts). Privredna banka Zagreb made it possible through the introduction of various
client's ID numbers for the same corporate subject. Accordingly, one registration number of the subject may
be accompanied by one or more client's ID numbers. For clients that wish to maintain the isolation of
business operations, it is possible to define user's authorities up to the level of the client's ID number. In case
the logged in user has authorities for operation with all client's accounts, after selecting the registration
number of the subject, the user may select a client's ID number that he/she wants to work with. It is possible
to work only with one client's ID humber at a time.

Client's ID number is chosen by selecting the number of a specific client's ID number and clicking on the
Activate client button.

10
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PBZCOM@NET [B PRIVREDNA BANKA ZAGREE

INTERNET BANKARSTVO ZA PODUZECA FPEZ je £lanica Gruppo Banca Intesa
Client: TYRTKA D.D. / User: Horvat Ivana ﬂ

== e
Main menu

Systern administration Overview domestic accounts Owverview foreign accounts

| Administrator |

it

Input operator Input operator

| Authorised person | Left-hand signatory Left-hand signatory

Right-hand signatory Right-hand signatory

Execution operator Execution operator

Report operator Report operator

| Individually signatory | | Individually signatory |

Superuser Superuser

Figure 10 — Main menu of the service

Following the selection of one of the offered client's ID numbers, displayed is the main menu which enlists all
the PBZCOM@NET services by buttons (Figure 10). The users may access (black) only those buttons
(functions) that can be selected. Otherwise, the text is written in light gray. This is an example of Superuser
log-in.

For example, in case of log-in of a user who has the authorities of an entry operator, the buttons he/she may
not use will remain light gray and nothing will happen in case he/she clicks on the buttons.

Functional division
Transactions (functions) are divided in General transactions (Administration), Kuna transactions and FX
transactions (Figure 10).

General transactions include functions of the Administrator and the Authorized person, changes of active
client's ID number and reading user's messages. The change of active ID number enables the switch to
another ID number without having to exit the application.

Kuna and FX transactions consist of the same segments covered by these functions: Entry Operator,
Signatory signing to the left, Signatory signing to the right and Signatory signing independently, Execution
and Report Operator and Superuser.

Each function will be explained in detail hereinafter.

11
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Use of the PBZCOM@NET service

How to use PBZCOM@NET?

The service is contracted between the client (legal entity) and the Bank, while service users are individual
persons authorized by the client. Certificate and the right to use the service are subsequently contracted with
the individual person, i.e. the user.

The service has been designed so as to be flexible — easy to use for all kinds of legal entities (small, medium
and large companies). Different authorities have been defined for that reason:

administrator (ADM)

authorized person (OVL)

superuser (SUP)

entry operator (OUN)

signatory signing on the left (LPO)
signatory signing on the right (DPO)
independent signatory (SPO)
execution operator (OEX)

report operator (ORP).

Client and user relationship may be regulated as follows:
one client (legal entity) may authorize one or more individual persons (users, authorized persons) to work
with the PBZCOM@NET service,

one user (individual person) may be authorized by more than one legal entity (client) to use the service with
various authorities.

Hereafter we have provided an example in order to clarify the foregoing.

The client (legal entity) is the company Tvrtka d.o.0. which concluded with the Bank a contract on the use of
the PBZCOM@NET service and enclosed the user list (individual person), including lvana Horvat. Tvrtka
d.o.o. granted to Ms. Ivana Horvat the authorities of an administrator. The same person is the owner of the
company Malo poduze e d.o.o. That client (legal entity) concluded with the Bank a contract on the use of the
PBZCOM@NET service, which nominated Ms. lvana Horvat as user, now in the function of superuser.

Taking into account multiple client — user relationships, the user must be able to see at any moment for
which client he/she is currently using the service, and therefore the following is displayed in the header of the
screen (Figure 11):

legal entity (on the left) and
logged in user (on the right).

PBZCOM@NET |8 PRIVREDNA BANKA ZAGREE

INTERNET BANKARSTVO ZA PODUZEGA PBZ j& flanica Gruppo Banca Inteza

Client: TYRTKA D.D. / User: Horvat Ivana

Figure 11 — Header of each screen

12
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Order statuses

The Table below lists the possible statuses of orders in the course of the execution process.

Status Explanation

NUP order in preparation

NPN unsigned order

LPN order signed to the left

DPN order signed to the right, or adequately signed order

1ZO order submitted for execution

Izv executed order

17X partially executed order (a part of individual orders -
executed, and a part — refused)

ODB refused order
bulk order in the process of execution

<<< order sent back for modification

User guidebook

Table A — Order statuses
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Authorisations for the use of services

Administrator (ADM)

The role of administrator is to create changes in user's authorisations, and to create orders regulating the
system's response to the client (for example E-Office). By selecting the Administrator button (Figure 12),
functions available to the user having administrator's authorisations will be displayed.

Administrator

Figure 12 — Administrator's activities button

The functions listed here below are available to the user having administrator's authorisations:

Users — list of users and the creation of administrator's orders for the assignment/change of users'
authorisations

E-Office — review of the existing settings for the E-Office and the creation of orders for their change
Details — details of administrator's order in preparation
Delete the selected — deletion of administrator's order in preparation

Submit for signature — sending the administrator's order in preparation to the authorised person (OVL) for
signature

Send back for modification — sending back the administrator's order for modification
Main menu — return to the main menu
End of operation.

Administrator's functions are shown in (Figure 13).

PBZCOM@NET E PRIVREDNA BANKA ZAGRCEB

INTERNET BANKARSTVO ZA PODUZECA PBZ j= élanica Sruppo Banca Intesa
Client: TYRTKA D.D. / User: Horvat Ivana ﬁ
Administrator

=il

List of entered administrator orders

e-Office Order number Status Administrator User's PIN User

° 1 Ralt NUF Homrat, hrana 2612976390035 Honeat, Marija

Details
Delete order

Send for sign.

Return for proc.

DEMO

Figure 13 — Administrator's functions

Administrator's functions include the review of orders in preparation and orders submitted for signature,
visible below the available functions.

14
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Administrator's orders for the change of the user's authorities

Having selected the Users function (Figure 13), the administrator gains access to the list of users registered
for work by the legal entity (from the screen header):

If it necessary to update changes relative to the user's authorities for work, the administrator creates a new
administrative order.

PBZCOM@NET

INTERNET BANKARSTVO ZA PODUZECA

B PRIVREDNA BANKA ZAGRED
PBZje lanica Gruppo Banca Intesa

Client: TYRTKA D.D. / User: Horvat Ivana ﬁ

Administrator -> Users
<]l B
EF
Hew admn. order

List of authorised users for active client

User's PIN

0101930330000

Horneat, Marija
0101980330001  Hervat, Drazen
010419203220002  Hareat, Zwonko

0104230330003 Horvat, Danijel

0101920330004  Horeat, Dijana

DEMD

Figure 14 — List of users authorized for work with the active ¢ lient

Administrator's order (Figure 15) is created by selecting the authorities for individual system applications (FX
transactions, Kuna transactions...). Specifically, boxes next to particular authorities are to be checked (with
") in order to show whether the authorization has been activated or not.

Client: TYRTKA D.D. / User: Horvat Ivana 2
Administrator = Users = New administrator order

=B
e
for user Horvat, Marija

System administration Domestic operation Foreign operation

New administrator order

[Jzeneral sys.

User guidebook

[“]Kuna transactions
[IFareign ex. transaction

Dlnput operator
[¥] Left-hand sign.
[“| Right-hand sign.
Clindividually sign.

Dlnput operator
[JLeft-hand s=ign.
[right-hand sign.
[l individually sign.

[l superuser ClRrepart operatar [Jrepart operatar
L] administrator [lExecution operator [JExecution operatar
[ suthorised

Crganisation unit:

B

Figure 15 — Administrator's order
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There are two more fields on the administrator's order (organizational unit and the client's ID number), set for
the purpose of more precise grant of authorities for large, complex clients.

Complex clients usually have more than one client's ID number, i.e. Kuna accounts they operate with. If the
user is entitled to access all accounts according to an internally defined hierarchy, the client's ID number is
not to be selected. If the user's access needs to be limited in respect to a specific account, to be selected is
the client's ID number that the user is authorized to operate with.

Organizational unit defines the appurtenance of the user to an organizational unit within the client's ID
number. Defining this data, users may see only the orders from their organizational unit.

Example :

User appertaining to the organizational unit A is superior to the users from the organizational units AB or AC
and may see their orders. User belonging to the organizational unit AB may not see the orders of users from
the organizational unit AC, because they are on the same level in the client hierarchy and belong to different
organizational units.

All changes in the user's authorities are made by an administrator's order. The administrator submits his/her
order for signature, and amendments will become effective after they are signed by the authorized person.

Administrator's orders for managing E-Office settin gs

By selecting the E-Office option on the basic Administrator's screen, access is gained to the part of the
program for managing E-Office settings (Figure 16). Settings refer to the currently active ID number.

Client: TYRTKA D.D. / User: Horvat Ivana ﬂ
Administrator -> e-Office

[ T-J=! =

List of e-Office orders

Order number Status Owner

Details
Q 1EEY MUF  Horvat, Ivana

Delete order
Send for sign.

Return for proc.

Current settings

DEMO

Figure 16 — Managing of E-Office settings

In order to access the current settings, Administrator can use on this screen the Valid settings option.

However, if he/she wishes to change the settings, the administrator needs to make a new order for the
change of E-Office settings and send the order to the authorized person for signature. Only after the
authorised person sings that order, changes become active.

New order for the change of E-Office settings is accessed by clicking on the New E-Office order button. The
administrator is to enter the settings on the subject screen. For information on the meaning of individual
parameters, read the E-Office section.
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Client: TYRTKA D.D. / User: Horvat Ivana ‘
Administrator > e-Office = e-Office order

==
eOffice order details

eOffice order number: 4141

Main eOffice parameters

eCffice Active

Principal e-mail address: | |

Mezssage type E-mail address
L | FLF izrod po deviznom racéunu | |
2 XML izvod po deviznem ragunu | |
3 hiN Izwodi po kunskom radunu | |
q FLF izrodi po kunskom ragunu | |
5 RTF izvad po kunskem ragunu | |

Figure 17 — Order for the change of E-Office settings

Order is saved by clicking the button Save, after which you can see your order on the list of E-Office orders.
Then you can send the order to the authorised person for signature using the button Send for signature (to
the authorised person).

Orders are processed on the same principle as administrative orders for the assignment of user's authorities.
Authorized person (OVL)

Functions of the authorized person are displayed when you click on the Authorized person button (Figure
18).

Authorised person

Figure 18 — Authorized person button

Authorized person is a user who independently signs an administrative order, i.e. puts a signature to attest
changes in the user's authorities or settings of the E-Office. However, he/she may also return the order to the
administrator for modification.

When the authorized person logs in the system and chooses a group of administrator's activities, all
administrator's orders submitted for signature, if any, will be immediately displayed on the screen. Functions
available to the authorized person are presented hereafter (Figure 19).
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Client: TYRTKA D.D. / User: Horvat Ivana ﬁ
Authorised
==
N List of entered administrator orders ready for sign and execute

e-Office

Order number Administrator U=ser's PIN

o LY 4150 Honvat, lvrana 0104962330000 Hornrat, Marija

Details

Sign and exe.

Return for proc.

OEMO

Figure 19 — Functions available to the authorized person

In case the authorized person selects the Users function, all users that the client registered for work with the
service will appear on the screen (Figure 20). In case the user for any reason (e.g. transfer to another
company, dismissal) loses his/her authorities for work, the authorized person may remove him/her from the
list of users by selecting the Delete user option.

Client: TYRTKA D.D. / User: Horvat Ivana ﬂ
Authorised -= Users

=
List of authorised users for active client

User's PIN

(o BN 0101930330000 Honeat, hdarija

{ W] 0101930330003 Horvat, Dragen

0101930330001 Harnrat, Danijel

ODEMDO

Figure 20 — Authorized users as seen by the Authorized person

Administrator's orders for the change of user's aut horities

Once the authorized person selects the Sign independently option, the authorized person will be able to
see the administrative orders for the change of user's authorities, but will not be able to make any changes
thereto (read-only). The authorized person has the possibility to sign the administrator's order or go back. If
the authorized person is satisfied with the order, he/she signs it after examining the respective order details.
Changes in the user's authorities will then become effective.

Administrator's orders for the change of setting of the E-Office

By selecting the E-Office option on the basic Administrator screen, access is gained to the part of the
program for managing E-Office settings.
To have the current settings displayed, Administrator can use the Valid settings option on this screen.

In case there is at least one order on the list, it means that the Administrator sent that order to the Authorized
person for signature. Settings under that order are activated only after they are signed by the authorized
person. The order is signed by clicking on the Sign independently >Sign buttons.

It results that this order is handled on the same principles as the administrator's orders for the assignment of
user's authorities.
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FX transactions

After the amendments to the method for executing FX transactions came into force on 1 June 2006, a part of
guidelines relative to the FX transactions was separated for another Guideline — User guidebook — Foreign
Currency Orders. The mentioned guidelines may be downloaded from the Internet page Guidelines
(http://com.pbz.hr/upute.html) of the PBZCOM@NET service (http://com.pbz.hr/) or directly from the User
guidebook — Foreign Currency Orders link  (http://com.pbz.hr/download/Vodic _za korisnike-

DEVIZNI_NALOZI.pdf).
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Kuna transactions
User's roles in Kuna transactions

Entry operator (OUN)

Entry operator is a user who fills out all the fields of an order. It is assumed that this role will be given to a
user who used to fill out orders "manually”. Entry operator functions are displayed after you click on the
Entry operator button (Figure 21). The figure presents the functions of an entry operator in Kuna
transactions.

If there are no orders or bulk orders submitted for signature, available are only functions relative to the

creation of a new order and return to the main menu. Operations may be terminated on every screen, that
function is therefore not mentioned in the list of available functions.

It is important to mention that each user given the role of entry operator has access only to the financial
orders he/she created. Creation of orders, work with templates and other functions available to the entry
operator are explained in detail in the section Work with orders.

When an entry operator logs in the system, all single and bulk orders will be displayed on the screen. Such
orders may have various statuses:

orders in preparation — NUP — single or bulk orders have been created and stored, but have not been
submitted for signature

unsigned order — NPN — single or bulk order submitted for signature

orders returned for modification - <<< - single or bulk orders that were returned to the operator for
modification (update of changes) for some reason (incorrect data, impossible execution).

Entry operator has the following options:

New order — creation of a new order

New bulk order - creation of a new bulk order

Details — access to the order details

Delete selected — deletion of an order or a bulk order

Insert into bulk order — inclusion of an order into a bulk order

Submit for signature — submission of an order or a bulk order for signature
Return for modification — return of an order or a collective order for modification
Order history — all activities undertaken so far in respect to the order (Figure 22)
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Client: TYRTKA D.D. / User: Horvat Ivana

Kuna transactions > Input operator

List of kuna orders you entered
Hew order
Order number Status Currency Owner To be credited to / Bulk order denotation Date of currency
© 1 HREE] L 100,00 Kn Harat lvana HRWATS kA ELEKTROPRIVREDA D.D. 12.07 2004
® 2 |:| 4051 EEE 100,00 Kn Honvat DraZen  Audio oprema 10.07 2004
Delete order ] [ | 2512 LR 1.500,00  Kn Horvat Danijel | TWRTKA D.D. DD-PROLAZNI 12.06 2004
Send for sign. (WY [] |70 NPN 123,12 Kn Horvat Marija | Watkom 10.07 2004 SHUPNI
"W [ |55 NFN 123,12 Kn Horvat lvana | pbz 27.02 2003
Insert into bulk
History of order Sum of amounts on orders
kn 1.0496,24

DEMD

Figure 21 — Functions of entry operator in Kuna transactions

Client: TYRTKA D.D. / U

Authorised > Users
==
List of authorised users for active client

User's PIN

(o BCY 0101920320000 Horvat, hiarija

[ W] 0101980330002  Horvat, Drazen

( D] 0101920320001 Hornrat, Danijel

DEMO

Figure 22 — Order history
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Signatory signing on the left (LPO)

The functions of the signatory signing on the left are displayed after a click on the Signatory signing on the
left button (Figure 23). The opened screen displays functions available to the signatory and table with all
single and bulk orders ready for signing on the left (Figure 23).

Signatory signing on the left is a user authorized to sign an order or a bulk order on the left side, but he/she
may also return it to the entry operator for modification. The same as the authorized person (access to the
created administrator's order), the signatory signing on the left may also view order details, but may not
change them (read-only).

Clignt: TYRTKA D.D. / User: Horvat Ivana

Kuna transactions = Left-hand signatory

=

List of unsigned orders and of Kuna orders signed to the left which you have

sntered
Order number Statug  Amount Currency Owner To be credited Date of eurrency
it 3775 NFN 100,00 Kn Honrat lvana HRWATSKA ELEKTROFRIWVREDA D.D.  12.07.2004

History of order 1
® 2kl NPN 122,12 Kn Horvat lvana HTmuobile 15.07 2004 SKUPHNI
® 3K NP N 123.12 | Kn Horvat vana FBZ d.d. 27.02.2003
® al=rH NFN 123,12 Kn Horvat DraZen  Audio oprema 15.07.2004
. ] 612 HFH 123,12 | Kn Horvat Drazen  HTmobile 15.07.2004
® s HNFN 123,12 Kn Horvat Marija  Wakom. 23.10.2002

DEMD
Figure 23 — Functions of the signatory signing on the left in Kuna transac tions
If the signatory signing on the left agrees with the created order or bulk order he/she will sign on the left.

Thereby he/she will change the status of the financial order from NPN into LPN, i.e. from “unsigned order”
into “order signed on the left”.

If you select an order (circle next to the number) and click on the Sign on the left button, opened will be a
screen in which the signatory signs a filled out order (Figure 24) or a bulk order.
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Figure 24 — Examination of the order immediately prior to its s igning

If the signatory signing on the left agrees with the payment details, he/she selects the Sign button and order
or bulk order changes the status into LPN (order signed on the left).

If the left signatory does not agree with the payment details, he/she selects the Return for modification
button and changes the order's status into <<< - (returned for modification) (Figure 25).
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User guidebook

Figure 25 — Return of an order for modification

Figure 26 — Signing a bulk order on the left
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Signatory signing on the right (DPO)

The functions of the signatory signing on the right are displayed after a click on the Signatory signing on
the right button (Figure 27). Signatory signing on the right is a user authorized to sign on the right an order
that has been signed on the left, but he/she may also return it to the entry operator for modification.

The same as the authorized person (access to the created administrator's order), the signatory signing on
the right may also view order details, but may not change them (read-only).

If the signatory signing on the right agrees with the created order or bulk order he/she will sign on the right.
Thereby he/she will change the status of the financial order from LPN into DPN, i.e. from “order signed on
the left” to "order signed to the right, or adequately signed order".

If you select an order or a bulk order (circle next to the number) and click on the Sign on the right button,
opened will be a screen in which the signatory views an order (Figure 24) or a bulk order (Figure 26) ready
for signature.

Figure 27 — Functions of the signatory signing on the right in Kuna transac tions

If the signatory signing on the left agrees with the payment details, he/she selects the Sign button and a
single or a bulk order changes the status into DPN (order signed on the right). Otherwise, the order may be
returned for modification.
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Independent signatory (SPO)

Functions of the independent signatory become available after clicking on the Independent signatory
button (Figure 28).

Independent signatory is a user authorized to sign an order/bulk order independently. However, he/she may
also return it to the entry operator for modification.

Like the authorized person, who is entitled to view the created administrator's order, the independent
signatory is also entitled to view the order/bulk order details, but not to change the order (read-only).

If the independent signatory agrees with the created order, the order will be signed on the right. He/she will
thereby change the status of the order from NPN to DPN, i.e. from “unsigned order” to “order signed to the
right, or adequately signed order”.

Independent signatory in Kuna transactions has the same options for work with the order as the signatory
signing on the left/right. He/she may view the details of a single or bulk order, sign it, return for modification
or view order history (Figure 22). Prior to the signing of the order, the independent signatory will view the
screen displaying the filled out order/bulk order. If it has been filled out correctly, the signatory signs it.
Otherwise, he/she returns it for modification.

Figure 28 — Functions of independent signatory in Kuna transactions
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Execution operator (OEX)

The execution operator functions are made available by selecting the Execution Operator button (Figure
29). Execution operator is a user having authorisations to send the adequately signed order (DPN status) for
execution. In addition, reviews of executed and refused orders, as well as of pending orders, are also
available.

By selecting the Execute button, the order signed on the right, or adequately signed order, is sent for
execution. Order execution operator obtains the list of all orders sent for execution (list of pending orders).

Apart from the function of execution of financial orders, the operator has the possibility to:

view the executed orders — user has sent orders to the bank for execution, and orders have been processed
view the orders in process — user has sent orders to the bank, but they have not been processed yet

view the refused orders — user has sent orders back to the bank, they have been processed but not
executed (for example there was no coverage)

send orders back for modification — user sends back orders for modification
view the order history — all the procedures underwent by the order or by the bulk order are displayed.

Figure 29 — Functions of the execution operator in Kuna transactions

By selecting the Executed orders button, the review of orders that have been sent to the bank for execution
and executed will appear (Figure 30). The obtained review offers the function Details, and by clicking the
PDF certificate you get the 'Certificate of executed transaction” in PDF format. By selecting the Order
history button, you will see all the steps the order went through till the execution.
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Figure 30 — Review of executed orders

By selecting the Orders in process button, review of all orders being processed appears, i.e. orders that
have been sent to the bank and are being processed in the current accounting period (Figure 31). If required,
a single order can be withdrawn from the list of unexecuted orders by selecting the button Withdraw order .
An individual order cannot be withdrawn from a bulk order, save at the request mailed (com@pbz.hr) to the
Bank, excluding an irrevocable order or an order sent to clearing.

Figure 31 — Review of orders in process

By selecting the PDF certificate button, you get the 'Certificate of order delivery' . There are three types of
certificates:

'Certificate of executed transaction ' — obtained for all executed transfer Kuna orders of clients listed under
'‘Executed orders' , then for all transfer orders listed under 'Orders in process' having the status
'Processed’, and on the account movements list (below the 'Execution operator' and 'Turnover' button)
'Certificate of irrevocably issued order' — obtained for all Kuna orders issued for execution and listed as
being processed, and having the status 'lrrevocable' or 'Sent to clearing'

'Certificate of order delivery’ — obtained for all orders specified on the list ‘Orders in process' and having
the status 'Reserved'.
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If you wish to search the orders in process according to a particular criterion, you have to use the so-called
processed orders filter by clicking on the Turn on filter button. After turning on the filter, the screen will show
the form which you can complete with the required criteria. Screen of orders in process with turned on filter is
presented hereafter:

Figure 32 — Order in process with the filter form
You can choose one of your business accounts if you wish to review orders referring to that account. Leave
empty if you want to view orders for all accounts.

You may search orders by various statuses of orders in process, or leave empty if you wish to search orders
regardless of their status.

You can enter a time span if you wish to search orders bearing specific value dates. Leave empty if you do
not want to use this criterion.

For search by amount, there are two fields and the choice of operators standing between. In case you use
the operator from then you should fill out both fields. Otherwise you use only the right field.

In the section "Turnover" you may choose to search by Payments or Disbursements. Leave empty if you
want to view both types of turnover.

You may focus on one creditor/debitor by entering his/her account number or a part of his/her name. In case
you enter the account number, the entry made under name is not considered.

Example:

Suppose you want to find all disbursements in favour of the company Turbo d.o.o0. for January 2003 that
exceeded HRK 1000 .

You should enter the following parameters:
under time span enter 01.01.2003 and 31.01.2003.

as regards the amount, leave empty the first field, operator >, and enter 1000 in the second field.
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choose Disbursement as type of turnover
leave empty the creditor's/debitor's account
enter 'Turbo' (without quotation marks) under creditor's/debitor's name

After you have defined the criteria, press the Refresh list button. Afterwards, handle the filtered orders as
the unfiltered ones.

Turn off the filter using the Turn off filter button.

Click on the Rejected orders to view orders submitted to the bank for execution that have been processed,
but not executed because, for instance, there was no coverage (Figure 33). Press the New from the
rejected order to create a new order based on the selected refused order.

Figure 33 — Review of rejected orders

Select the Bulk orders button to open the screen displaying all bulk orders for the selected account (Figure

34). In that menu the report operator may select unloaded orders within the bulk order (the Unloaded within
button).

It is possible to view details of the unloaded order, and create a new order based on the data from the
unloaded order (the New from the selected button)

Figure 34 — Review of bulk orders
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Report Operator (ORP)
Functions of report operator are made available by selecting the Report Operator button (Figure 35).
Report operator is a user authorised for:
reviewing balances of account held by the respective client
review of turnover in the selected account (Turnover )
review of daily turnover in the selected account (Daily turnover )
review of daily statements for the selected account (Statements ), and

review of details (full position) of the selected account (Details )

Figure 35 presents the report operator's screen which displays buttons enabling the use of the
aforementioned functions.

Figure 35 — Functions of the report operator in Kuna transactions

Review of turnover on the selected account

Figure 36 — Review of account turnover

Press the PDF certificate button to obtain the 'Certificate of executed transaction' , but only for the client's
transfer payments.

In case you wish to search turnover by specific criteria, you have to use the so-called turnover filter by
clicking on the Turn on filter button. After turning on the filter, the screen will show the form which you can
complete with the required criteria. Screen displaying turnover with turned on filter is presented hereafter:
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Figure 37 — Review of turnover with the filter form

For every search you need to enter a time span not longer than 30 days.

For search by amount, there are two fields and the choice of operators standing between. In case you use
the operator from then you should fill out both fields. Otherwise you use only the right field.

You may choose between browsing through debit or credit turnovers.

You may focus on one creditor/debitor by entering his/her account number or a part of his/her name. In case
you enter the account number, the entry made under name is not considered.

Example:

Suppose you want to find all debit turnovers relative to the company Turbo d.o.o. for January 2003 that
exceeded HRK 1000 .

You should enter the following parameters:
under time span enter 01.01.2003 and 31.01.2003.
as regards the amount, leave the first field empty, operator >, and enter 1000 in the second field.
choose Debit as type of turnover
leave the creditor's/debitor's account empty
enter 'Turbo' (without quotation marks) under creditor's/debitor's name

After you have defined the criteria, press the Refresh list button. Afterwards, handle the filtered orders as
the unfiltered ones.

Turn off the filter using the Turn off filter button.

Reviewing daily statements of the selected account:

By selecting the Daily turnover button, displayed will be the list of all orders in process, i.e. orders submitted
to the bank and appertaining to the current calculation period.

By selecting the PDF certificate button, you get the 'Certificate of order delivery' . There are three types of
certificates:
‘Certificate of executed transaction ' — obtained for all executed transfer Kuna orders of clients listed under
'‘Executed orders' , then for all transfer orders listed under 'Orders in process' having the status
'Processed’, and on the account movements list (below the 'Execution operator' and 'Turnover' button)
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'Certificate of irrevocably issued order' — obtained for all Kuna orders issued for execution and listed as
being processed, and having the status 'lrrevocable' or 'Sent to clearing'

'Certificate of order delivery’ — obtained for all orders specified on the list ‘Orders in process' and having
the status 'Reserved'.

In case you wish to search orders in process by specific criteria, you have to use the so-called daily turnover
filter by clicking on the Turn on filter button. After turning on the filter, the screen will show the form which
you can complete with the required criteria.

You may search orders by various statuses of orders in process, or leave empty if you wish to search orders
regardless of their status.

You can enter a time span if you wish to search orders bearing specific value dates. Leave empty if you do
not want to use this criterion.

For search by amount, there are two fields and the choice of operators standing between. In case you use
the operator from then you fill out both fields. Otherwise you use only the right field.

In the section "Turnover" you may choose to search by Payments or Disbursements. Leave empty if you
want to view both types of turnover.

You may focus on one creditor/debitor by entering his/her account number or a part of his/her name. In case
you enter the account number, the entry made under name is not considered.

Example:

Suppose you want to find all disbursements in favour of the company Turbo d.o.o0. for January 2003 that
exceeded HRK 1000 .

You should enter the following parameters:
under time span enter 01.01.2003 and 31.01.2003.
as regards the amount, leave empty the first field, operator >, and enter 1000 in the second field.
choose Disbursement as type of turnover
leave empty the creditor's/debitor's account
enter 'Turbo' (without quotation marks) under creditor's/debitor's name

After you have defined the criteria, press the Refresh list button. Afterwards, view the filtered orders as the
unfiltered ones.

Turn off the filter using the Turn off filter button.

Reviewing daily statements of the selected account

By selecting the Statements button, a screen will appear on which you can view daily statements by date.

(Figure 38). Daily statements can be printed in PDF, RTF or MN (electronic) FINA format.
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Figure 38 — Print out of daily account statements by date

Superuser (SUP)

Superuser is an authorized (individual) person specified by the client in the application form upon the
contraction of the service. Functions of the superuser become available after clicking on the Superuser
button (Figure 39).

Superuser has access to all functions previously described for other users.

Unlike other system users, who need to observe the rules and the prescribed sequence of operations, the
superuser may conduct an abbreviated procedure from the entry of order till its execution (i.e. submission for
execution) and go through the entire procedure much faster.

This user model is intended for tradesmen and small companies where this entire procedure is conducted by
one person.

After selecting the Superuser button from the main menu, available functions are displayed (Figure 39).
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Figure 39 — Functions of superuser in Kuna operations

Functions available to the Superuser:

New order — creation of new order

Details — insight into details of order/bulk order

Delete — deletion of the selected order/bulk order

Execute — execution of order/bulk order

Send back for modification  — sending back the order or bulk order for modification

Order history - history of orders

Executed orders - review of all orders the user submitted to the bank for execution (Figure 30)
Orders in process - orders appertaining to the current accounting period (Figure 31)

Refused orders - orders sent by the user to the bank, processed but not executed due to, for example, lack
of coverage (Figure 33).

Superuser is the user who creates an order by selecting the New order (as per the standard procedure),
saves it after its verification and then executes it by selecting the Execute button. In such a way the
complete cycle, from the creation till the execution of order, is reduced to two quick steps — create
and execute.

Work with orders

Create the new order by selecting the button Entry operator or Superuser , and then New order , after which
the form ready to be filled out will appear (Figure 40)
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Figure 40 — Form for the entry of orders

The following functions are displayed next to the order form: Verify, Store, Back, New template, Select
template .

Order
Order comprises the following fields:

Order number - attributed automatically, it is not possible to change it

Payer's name and address — system fills in the name and head office of the payer — legal entity in whose
name the order is created.

Payer's account number — one account number is automatically offered, and if the client holds more
than one account, it is necessary to select the desired account for payment.

Debit reference number — obligatory field for input; consists of two parts: reference number model and
reference number. All legally prescribed controls are integrated in this field.
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Description of payment — obligatory field for input, payment reference/purpose is entered (3X35
characters)

Amount — obligatory field for input, payable amount is entered. Example: if you wish to enter an amount
of HRK 100, you should write: 100,00.

Payee's name and address — not entered, it is automatically attributed upon clicking the button Check,
as per the name from the Unified Account Register

Payee's account number - the number of account associated with the registration number of the subject
(MBS) and with the selected client's ID number.

Credit reference number — obligatory field for input; consists of two parts: reference number model and
reference number. All legally prescribed controls are integrated in this field.

CLVPS - selection of the option to send the order through the system of the Croatian Large Value
Payment System (CLVPS).

Execution date - it is necessary to select the desired date up to 90 days in advance. If this field is left
empty, it implies the current execution date.

After completing the entry of all data, it is necessary to check the entry (button Verify above the order entry
form). The system will verify the contents of all entered data and warn about possible errors (Figure 41).

Entry errors need to be corrected and contents of the order need to be re-checked. This has to be repeated
until a green-letter message appears above the screen title saying that the order has been correctly
completed and that you may save it (Figure 42)

Option CLVPS - allows for the submission of an external Kuna order for execution with particular
advantages in respect to the regular method of order execution through the National Clearing System (NCS).
The advantages of payment through the CLVPS are fast delivery and execution of external payment orders
and the possibility to make the payment of the order on the current day, till 5 p.m. In respect to the NCS
system, orders submitted for execution through the CLVPS are charged according to the valid fees — CLVPS
orders (currently HRK 10.00 per order).

Aside from the need to have sufficient coverage on the business account with the Bank on the value date of
order execution, payments through the CLVPS have further limitations and specific requirements:

- Advance orders may be submitted for execution no more than seven days in advance

- Itis not possible to submit bulk orders through the CLVPS, only single orders.

- Payment orders that are to be executed on the current day may be submitted by 5 p.m., while only
advance orders may be submitted from 5 p.m. till 8 p.m. After 8 p.m. it is possible to submit orders
that are to be executed through the CLVPS on the current processing date (the following working
day).

- The submitted CLVPS advance order may be withdrawn by the end of the current processing day (till
8 p.m.) preceding the working day entered into the field "execution date".

- Itis not possible to make payments to the state budget through the CLVPS, except when the amount
exceeds HRK 1,000,000.00.
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Figure 41 — System's warning of erroneously entered or missing data

Figure 42 — Notification that the order may be stored

According to the instructions displayed on the screen, the order is stored by clicking on the Store button,
after which the entry form is closed.

The following options may be selected to proceed:

submit the created order for signature by clicking on the Submit for signature  button

click on the New order button (create new orders), which is to be repeated according to the number of new
orders to be entered; created orders may be submitted for signature one by one or

select the New bulk order button and first create a bulk order, then include orders in that bulk order and
send them.

Submission for signature

Status of the order that has just been created is NUP (check the table Order statuses), which means order in
preparation. Click on the Submit for signature and the order status will change into NPN, meaning
"unsigned order".
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Creation of a bulk order

It is possible to create more than one order, then create a bulk order and include orders in the bulk order.
This possibility is practical because a few orders are submitted for signature and signed at the same time.

Create a few orders and then a bulk order. The bulk order is created by clicking on the New bulk order
button.

Select orders (click on the box in front of the field Order number) that you wish to include in the bulk order.

Press on the Insert into bulk order button. The selected orders will no longer be displayed on the screen
because they have been included in a new bulk order. The bulk order has the NUP status, the same as
orders that have previously been included in the bulk order.

The bulk order is now to be submitted for signature using the Submit for signature button and the status of
the bulk order will change into NPN.

In case you try to include an order already submitted for signature into a bulk order, the system will report an
error (Figure 43).

Figure 43 — Order submitted for signature may not be included in t he bulk order

However, inclusion of such order in the bulk order is possible, but you first need to do the following:

select the order (dot next to the number) and select the Return for modification  button
select the bulk order (dot next to the number) and select the Return for modification  button

select the bulk order (dot next to the number) and the Details button, and then Remove from the bulk
order (one at a time) and then Return for modification for each order

for each order having the status <<< select the Details button, and then the Verify button and Store so that
it may obtain the NUP status

select the bulk order (dot next to the number) and the orders (box next to the order number) and then click
on the Insert into bulk order  button.

After all the previously described steps have been taken, the bulk order still needs to be submitted for
signature (click on the circle next to its number and click on the Submit for signature button).
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Work with templates

There are periodically repeating orders appearing in each system. For example, each month individual
persons pay their overheads, which means that the same orders appear once a month. Equally, legal entities
have to settle their monthly financial obligations to suppliers.

We have enabled our users to store periodical orders and thereby speeded up the creation of orders.

New template is created by clicking on the Entry operator — New order (from the main menu). Order form
will appear.

New template

In order to create a new template, select the New template button. For subsequent simpler search and
selection of templates, they have to be named when created. A template is created according to all rules
applied to the creating of an order, so they need not be specified. Having completed the creation (all order
elements updated), the template has to be saved.

Template selection

For the selection of a template, click on the Select template button, after which the list of templates will
appear (template name and number).

Insight into each template's detail is available (button Details ), designation and selection of a template (the
Select designated button) and designation and deletion of a template (Delete designated ).
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E-Office

General data on the E-Office

E-Office is a function within PBZCOM@NET enabling, via e-mail, the delivery of electronic documents, such
as account statements, sent by PBZ to the client. Such documents are sent at the time when the system is
less loaded (at night). This enables the client to have the account statements waiting in the mailbox upon
arrival at work in the morning, without having to download the statements directly from the PBZCOM@NET
application (although it will remain an option).

You may activate the E-Office and define the mail address to which you wish to receive statements in a
desired form independently through the PBZCOM@NET application, using the so called E-Office order. The
authorised person activates it with his/her signature.

The use of E-Office closely correlates with the term of the E-Office type of document (hereinafter referred
to just as the ' type of document *). It involves the type of document distributable by E-Office. For example,
usual types of documents can be: daily Kuna account statements in PDF format, daily Kuna account
statement in MN format, daily Kuna account statement in RTF format, daily FX account statement in PDF
format and similar. Once you decide you wish to receive a particular type of document, you will receive it
regularly until you define otherwise, using a new E-Office order. The number of different types of documents
will increase in time, as the support for distribution of that particular type of document is upgraded.

Orders for the change of E-Office settings

With a single E-Office order, you can determine:
whether you wish to use the E-Office
your basic e-mail address for communication with the Bank
for each type of document:
0 whether you wish to receive it or not through the E-Office
0 to which e-mail address you wish to receive this type of document (if none is stated, the document
will be delivered to the basic e-mail address).
With the first parameter E-Office active you determine whether you wish to use the E-Office functionalities
or not. If you do not activate this option, all other settings in the order are irrelevant.

Distribution and acceptance of documents

E-Office distributes documents as e-mail attachments. These data files are distributed signed, containing the
bank's digital signature. Thus for the verification of the Bank's signature and "unpacking" of the original
document you have to use the application for the offline signing of PBZ Signature data file . This application
is available free of charge for downloading from the address http://com.pbz.hr. section Signature data file. In
addition, the same section provides instructions for the work with this application.
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User messages

You may access the messages sent to you by the system by clicking on the Messages button from the main
menu. In case there are unread messages, the button will be black and you will be able to click on it.

Otherwise, it will be light gray.

Figure 44 — Screen for the review of user's messages

One or more unread messages are displayed on the screen serving to review the messages (Figure 74).
When you click on the Messages read button you confirm that you have read all the listed messages and
that you do not want them to be displayed when you log in next time.
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