PBZCOM@NET
INSTRUCTION FOR INSTALLATION OF PBZ PKI CARDS

This document provides the description of how to install software on computers of users of
PBZCOME@NET internet banking, how to change a PIN, and how to unlock the PBZ PKI car-
ds. This Instruction consist of the following sections:

1. Installation of software and downloading of FINA certificates on the PBZ PKI card
2. Change of a PIN for the PBZ PKI card
3. Unlocking of the PBZ PKI card

: sl BZCOM@NET

Figure 1 - the look of the front of the PBZ PKI card Figure 2 - the look of the back of the PBZ PKI card

In order to be able to use PBZ PKI cards (Figure 1, Figure 2), i.e. in order to be able to access the PBZCOM@
NET service via these cards, one-off installation of software will be required.

NOTE: You should have administrator authority to install software on your computer (the right/authorisation
that permits you to install software). If you do not have administrator authority, you should contact your IT
support. After the installation has been successfully completed, you should simply insert the PKI card [into
the card reader] to access the PBZCOM@NET service, which means that administrator authority is no longer
required.

1. Installation of software and importing FINA certificates to the PBZ PKI
smart card

It is necessary to install the appropriate software for the device before connecting the device to the compu-
ter, downloading the FINA certificates and accessing the PBZCOM@NET service.

For Windows 10 and Windows 11 computers, it is necessary to download and install the following applicati-
ons:

e ActivClient: https://com.pbz.hr/download/ActivClient x64.msi

¢ SmartCard Management: (after starting the installation, the PBZ eUred application and PBZ SignErgy
will be automatically installed): https://com.pbz.hr/download/SmartCardManagement_Installer x64.exe

¢ FINA SignErgy: https:/rdc.fina.hr/download/FINA SignErgy Installer.exe
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NOTE: Software for the smart card reader needs to be installed if the computer does not automatically re-
cognize that the card reader is connected to the computer or not recognize that the card is inserted into the
card reader, a message usually appears “No Card Detected”. You can identify the type of card reader by its
look:

e P/N: Castles EZ 100 PU (white): https://com.pbz.hr/download/ez100pu_win7 64.exe

¢ P/N: GemPC Twin (transparent): https:/com.pbz.hr/download/GemPCTwin_win7 64.msi

NOTE: If you receive an error when loading the certificate via the FINA CMS application, you need to check
the program support and install the recommended application versions: FINA SignErgy (version 3.18.001),
SmartCard Management (version 10.5.0) or PBZ SignErgy (version 3.18.008) and ActivClient (version 7.4.1). I
the versions of the applications on your computer are different from the recommended ones, we suggest
that you uninstall the mentioned applications, then restart the computer and only then install the recom-
mended versions of the mentioned applications.

After installing the necessary applications on the computer, restart the computer. After restarting the com-
puter, connect the card reader to the computer and insert the PBZ PKI smart card into it. Importing FINA cer-
tificates to the PBZ PKI smart card by following the instructions provided in the initial e-mail sent from the
e-mail address info.rdc@fina.hr whose Subject line reads as follows: ,, Pin za prijavu na portal za preuzimanje
digitalnih certifikata” [, PIN for logging in to the portal for digital certificates download”].

After successful import of the FINA certificates to your device, you will be able to access PBZCOM@NET servi-
ce (http://com.pbz.hr/).

For any further questions or explanations, you may contact us at a toll-free phone number 0800 PBZ COM
(0800 729 266) or by e-mail, using the e-mail address: com@pbz.hr

2. Change of a PIN for the PBZ PKI card

1. Insert the PBZ PKI card into the card reader connected to your computer.
2. Start ActivClient Agent (there are two ways of doing it):

a. Right-click on the icon ActivClient Agent at the bottom right of the screen, next to the system clock,
and choose the option Open (Figure 3) or

Get One-Time Password
PIN Initialization Tool
Advanced Diagnostics
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Figure 3 — Opening of ActivClient application
b. Start ActivClient Agent application (Start -> All applications -> Actividentity ->User Console).

¢. Inthe window ActivClient Login you should enter the current PIN of the device, after which you will
be able to click on OK (Figure 4).
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ActivClient Login ? X

Actividentity

ActivClient

Please enter your PIN.

PIN [|

OK | cancel

Figure 4 — window to enter the existing PIN

d. The window ActivClient — Display Smart Card Unlock Code (Figure 5) will appear.

@, ActivClient - Display Smart Card Unlock Code 4

% Your Unlock: Code

Here iz your unlock code, Write it down and store itin a
safe place.

In the future, if you enter too many incorrect PIN's, your
card will lock. In this case, you will need this unlock code to
use your card again,

Unlock Code: | E9FA 6018 ‘

[IMever display the Unlock Code again

Close

Figure 5 — display of the Unlock Code

e. You should read and save the Unlock Code that will be used in the next step. Click on Close (Figure 5).

f. From the menu ActivClient, choose Tools -> Unlock Card... (Figure 6).

ActivClient - Broadcom Corp Contacted SmartCard 0

File Edit View §| Tools IHeIp

‘} ‘ﬁ New Card...
: - @ Unlock Card... P .
* % Tree View v X

F ==
Smart Card | Reset Card... 5 - L'g
. AKS ifdh 0 Yiewtnlodk £ade. Smart Card My
3 Info Certificates
i ' AE? #2’51 Advanced 3
Gl AKS Y

-3 Broadcom Corp Contacted SmartCard 0
¢ i My Certificates
.95 Smart Card Info
Rainbow Technologies iKeyVirtualReader 0
{8 Rainbow Technologies iKeyVirtualReader 1

Figure 6 — choosing the option to change the PIN
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3. The window will appear stating that your card is not locked (Figure 7), in which you should choose the
option Da [Yes] (Figure 7).

Your smart card is not locked,
Do you want to proceed 7

Ne

Figure 7 — notice that the card is not locked

4. You should enter the Unlock Code in the relevant field. In the fields New Pin and Verify, enter a new PIN
(you may also enter the old PIN) (Figure 8).

@ ActivClient - Unlock Smart Card ? X

Your smart card is locked.
This happens when a series of incorrect PIN attempts are made.
‘You cannot use your smart card until it is unlocked.

)

Unlock Code
Please enter the unlock code given to you by technical support balow:

Unlock Code: “ ‘

New PIN
Please choose new smart card PIN and enter it below:

New PIN: ' Veily: | |

Your new PIN must meet the following conditions:
Must contain at least 6 characters

a Must not exceed 25 characters
a Must not be weak or easy to guess (e.g. 1234)
E Must be correctly confirmed

OF ance!

Figure 8 - window in which the unlock code and a new desired PIN should be entered

5. After you fill in all the fields, it will be possible to click on OK.

6. Upon clicking on the OK button, a message will appear saying that you have successfully changed your
PIN (Figure 9).

@ ActivClient - Smart Card Unlocked X

& Your smart card has been
¥ unlocked successfully.

Figure 9 — message saying the PIN has been changed successfully

7. Click on OK.
8. You may now close the application ActivClient and log in again to PBZCOM@NET (http:/com.pbz.hr/).
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3. Unlocking of the PBZ PKI card

The PBZ PKI card will be locked after entering an incorrect PIN 5 times in a row. To enable continued use of
the card, it has to be unlocked by using the Unlock Code.

The procedure to be followed is described below:

1. Insert the PBZ PKI card into the card reader connected to your computer.
NOTE: If, within a few seconds after inserting the card, the window “ActivClient — Unlock Smart Card”
appears, carry on by following instructions from item 4 onwards.

2. Start ActivClient Agent (there are two ways of doing it):

a. Right-click on the icon ActivClient Agent at the bottom right of the screen, next to the system clock,
and choose the option Open (Figure 10) or

Get One-Time Password
PIN Initialization Tool
Advanced Diagnostics
About
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Figure 10 — Opening of ActivClient application

b. Start ActivClient Agent application (Start -> All applications -> Activlidentity ->User Console).

¢. From the menu ActivClient, choose Tools -> Unlock Card... (Figure 11).

ActivClient - Broadcom Corp Contacted SmartCard 0

File Edit View TooFsIHelp

W, § New Card... '
= I Unlock Card...
% Tree View v x|

Smart Card : Reset Card... = }__g
... 58 AKS ifdh 0 View Unlock Code... Smark Card My
; Info Certificates
g AKS ifdh 1 Advanced 4
AKSVRO

-/ Broadcom Corp Contacted SmartCard 0
i 1§ My Certificates
4 g [ Smart Card Info
g Rainbow Technelogies iKeyVirtualReader 0
. Rainbow Technelogies iKeyVirtualReader 1

Figure 11 — choosing the option to change the PIN
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3. The window will appear with a notice stating that your card is locked and that it should be unlocked
(Figure 12).

Problem Encountered

The masimum number of FIN code entiy attempts was reached. The
smart card is locked, . ;
‘You must unlock your smart card in order to re-use i,

aK

Figure 12 — notice that the card is locked

4. You should enter the Unlock Code in the relevant field. In the fields New Pin and Verify, enter a new PIN
(you may also enter the old PIN) (Figure 13).

@, ActivClient - Unlock Smart Card 7 bt

S Your smart card is locked.
g This happens when a series of incomect PIN attempts are made.

You cannot use your smart card until it is unlocked.
Unlock Code
Please enter the unlock code given to you by technical suppart below:
Lnlack Code: ’l ‘

New PIN
Plaase choose new smart card PIN and enter it below:

Your new PIN must meet the following conditions:
Must contain at least 6 characters

Must not exceed 25 characters
Must not be weak or easy to guess (e.g, 1234)

(I sl <I) x]

Must be correctly confirmed

0k Cancel

Figure 13 - window in which the unlock code and a new desired PIN should be entered

5. After you fill in all the fields, it will be possible to click on OK.

6. Upon clicking on the OK button, a message will appear saying that you have successfully changed your
PIN (Figure 14).

@4 ActivClient - Smart Card Unlocked X

‘dx)  Your smart card has been
unlocked successfully.

Figure 14 - message saying the PIN has been changed successfully

7. Click on OK.
8. You may now close the application ActivClient and log in again to PBZCOM@NET (http://com.pbz.hr/).
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